527
ISSN 1598-3986(Print)
ISSN 2288-2715(0Online)
https://doi.org/10.13089/JKIISC.2021.31.3.527

Journal of The Korea Institute of Information Security & Cryptology
VOL.31, NO.3, Jun. 2021

NIST PQC Rainbow®] &3 53] 4k F3*

r

(=] -, O o T
PEMOfEE HEENTE (HEY, 14

Efficient Implementation of Finite Field Operations in NIST PQC Rainbow*

Gwang-Sik Kim,"™ Young-Sik Kim?
'2Chosun University (Graduate student, Professor)

o ok
i =

B =FdAe vls NIST PQC %53 Final List dxeE|& & s T
quadratic equation) 7]¥Fe] Az} Awel Rainbow Zue|&elxe] &84l f3ka A4t WS Agksic},
H.

Chou & # Rainbow® Cortex-M4el4] F&slr] 913 A2e Fe4 73 whiS A8, & =5
Chou 5o| Akt whS 74dste] 7]E div] XOR 4k 2215 13.7% ©1At 7Had & gle Az 34 vhy
< Algkete}. ek HolE 59)(Table Lookup) 22 8= W Al Ae] o4 A4k 4x4 P8 ddo 2 x]ghs}e]

AibsleE WS AAlge), w3k AR 738 RaspberryPl 3B+AollA F33le] A A},

ABSTRACT

In this paper, we propose an efficient finite field computation method for Rainbow algorithm, which is the only
multivariate quadratic-equation based digital signature among the current US NIST PQC standardization Final List algorithms.
Recently, Chou et al. proposed a new efficient implementation method for Rainbow on the Cortex-M4 environment. This
paper proposes a new multiplication method over the finite field that can reduce the number of XOR operations by more
than 13.7% compared to the Chou et al. method. In addition, a multiplicative inversion over that can be performed by a
4x4 matrix inverse instead of the table lookup method is presented. In addition, the performance is measured by porting the
software to which the new method was applied onto RaspberryPl 3B+.

Keywords: Post quantum cryptography, Rainbow, Multivariate Quadratic Equation, Finite Field Operation

Received(04. 27. 2021), Modified(05. 27. 2021),

Accepted(05. 28. 2021)

Tl = 20219% AF-(RIsARFA) Y Ade
2 ARFA7E1e] RS vbo} 3%l 7 (N
0.2021-0-00400, #AlF tiule]l~ i 185& PQC <t
AR 2 s AS 71 )

t 42}, drains3005@naver.com

¥ 1A}, iamyskim@chosun.ac.kr(Corresponding author)

o] FER A ATFE 7o) WE FEz A
O~

glom ol o]n] BT Al el
[e)
A

LA

AFE] Qs Aolde Ao Hrhea olek. v
A WA de AHeEE RSASH B9 B kE
(BCC) 719be] obast 0 A4 Luelze 8%
& ol 229 A AR 109 o]l 57
o gloz daieh(l).

oleiat #Alol 57 s 201798 Pl

o] NISTeA= £AE ¢kzF 943 (Post-Quantum
Cryptography) ZF3He AABIIew, 20204
794l 3= AE daEES wasiely, A

7t daref gl Wig H7prt Al Folrh(2).



528 NIST PQC Rainbow?| &&%

fabl Qi 7

E =tddAde dAl vl NIST PQC XF3
Final List %325 & 43 chise] by
(multivariate quadratic equation) 7]4ke] A
A} 4™l RainbowellAe] &&4¢l f3kA| <14t
S ARk (3).  Chou et al.
Rainbows Cortex-M4ellA Fdslr] $43 A=
+ '8 T WS AEIT4). £ =
Chou et al.o] #|gkst wb-& 7143k Chou et
al. #A of¥] XOR <4kl A& 13.7% o1+ 2

L

Ni
I

27 ole AR FA WS Ajkeie w3t
glo]& H<l(Table Lookup) #WHAlez $af=d
FEHA] AbollMe] 4l odibE 4x4 HE G0 R A
ghalo] Faste WS AAG w3 Al”bEE
w8 Raspberry PI 3B+ #7ox] Fdsle] A
= ZA
[I. HHE XA

Rainbow+ Ding® Schmidtell &34 2004l
Ag Ak dxEEeR  oF  AIHE
Unbalanced Oil and Vinegar (UOV) F+x&
AR 7] w3k kaE| ol dA) chH o] 2
AL 71ake] AW A|AHlo®  fdstA NIST
PQC 3zt FHE FHo| o2& &x 9k
NIST PQC 3ehEsdlA] thid<polapiad Aol 7|ut
2 odyg]=o 2 Alternates 4]
Fo= o} 3l= GeMSS7} it

Rainbow s}2tvlEl= 3707] 27]7F Hel el
Wb 258kBelA 1,885kBe] =71 sich olg)
AFA SR = FigellAe] dabe] F5 o|Ett

#2 Riera® NIST PQC ¥XF3 28lf=
Rainbowel th3t Level 1 g=tvig AkS A3}
g A3E AR R5), HolE F9E 58 Fi
el Ao Fe g8ls :rL?f}-t— P& A
d HAAedA LUTE A3 A A7t 03{}0] L=
AE A da Ak ot Addes
ot 2EA TS Y= A A edx
g Aake] A8A o] wfy- -?—9-3}‘4

MQ ¥7H7] ¢t K=FolA] F2 ddate] o] F
oA oJAE  ZIAHAl(base field)zt g
Rainbow®] Level Iel4] A}&-sle 7144 Fol
o n>mY I o o] K'—>K"2
2o Ao A=)

o =
= v =

P=T¢:Q¢ 8

1714 Te} S Rainbowdl & A8 Aoz A}
43l o 22e] vekd 4 ol

S:w—x = Mauw
T:y—z=Mypy

a3 Q:z—ye AP (central map)elzf
st} o]zl tpgirew FAE ] gl o Ajle]
7hs kg ARG gt MQ 71REe] se
Q= o9 wt=eAd wel SA4o] 7id &
o} BokE %’4314/‘ = 371 PRAE 7ol s
st 2] 24 =S TR Aol oz ol
g},

RainbowelAd= Ul M9 A quy.0.,0,7F &
g ghepvieE AREEch AR QoAM= Toil'el
dldslis Mol vinegar'dl slHEs WEE U
ozt A WA AamECA vinegar WFES
i€V, ={1,....0, )l H&3h=
L €0 ={v + 1y = Fo ol HS3hE o

32 7

2,013, oil MFS

F WA A2MEA vinegar HFES dd~
b %:{1,...,v2:v1+01}°]31 oil &S ¢}
&3 & Qe qgtew golHr)

Oy, ={vy+1,.on=v,=v,+0,=v,+0, +0,}
oldl S QE m=o,+o, el oA WA
U=y e yti) = (11 (2)oy (2)) 5 231 9
o} o714 7t o)Al e Thgat o Aelsint.

v Uy

e = (@ ZEaU zx;, 74 k=@

i=1j=1

yk_qk ZEO‘” Tily, 047]/q k= QQ
i=1j=
P Qe & ) E ol A g ol is)
A gk itk el
v, <i<wv,8 A WA %ﬁ]oﬂxi =yl EHISH a
.{’:

o
N
fd
_{
kS
3
¥,
>
FJ




AR H 53] =2 (2021. 6) 529
A gl sl sk j7h 2 0°1| A= AR} . HMetsh= g
o 7b k. 28A v, <i < ndl F A DA
A EE yelA j< 0,9l EE vinegar WF z7) 8.1 Rainbow2| 285 F, 80 &4 At
20‘1]:] % U_H A3 ulA A T% %0‘1 T N < 4

A AR 4= 9o},
Qoll gk zo] A y= thea}t o] 3t 2= 9]
t}.

o

1) #¥Md F=& Ed %7] vinegar W
2= (2, )& DT F o] B (y, 410y,)

Tt =2k b glokd S5 obA] gk
2) = (@), ) (Y, 410emny,) S O1830A] THA]
¢ Gauss 2 A (v, pp0r,) S

T vkl a7E ek ASE ohA] g

2.1 RainbowOllM2e] AM™ 1A

N

Rainbow dxE|& 7] A, M9, HZ A =
AR FARED, o] FollH 7] A Anz
vl e A} dojuAle e

B

1) 71 B4

A= 7l " § 7 aele QR AR
H71E sl Adedd 2" F
P=T- Q- S5 FN7= A} s 77!
aea @9 7t 84 EE WWIIR ek

2) A9
ArgAbs WA w29 G e KME ALk
o \EIE ARgE] AEAE y=T7'(2),

r=Q y) 2L w=5Yz)E A= A
o} ol gt w7t WAL Aot

3) A%
PEE
Plw) =25 AXRE

°AE AZa

A wE AFA] Sl A

Foll m AR s Agke] 2ok 7

Rainbowell 4 7IHAZ Fe& A}
|21 Rainbow®] FAelAe] 4
T ozn dHold ¢ walwc)
S A A8k}, E3] A7 ol 7)ukg
| A AYE 45 3

op
=
=

e
o

r

DCL
2
o
3

o
— ez off
(o3

=
e
s

14
=2
oX
)
22,
(e}
o
o o I rr o

B oue

AR
o o
“é'

/‘]GE wEA = 9l

5)ellAe 7H5-& ¢4l bitslicings Ea4 4t
Aes Eole WHE Al o] wh A
McEliece 34 A5 F45 s A& EE
£ Rainbowell A=3F Ze]r}(6)].

FigQdike 4R E z719] AT offe date s
320 = MCURA AL shis] Wse] 4u= 94
85 wdst= Aol 7hsslc). 4
Zb v Evtr} Bl E 99 od4be] 7}75}Ei 32744
AE RopA] 3 wlpel tijistar 7}k v Eef| thaA
MCU7F Ag3h= bitsksle] AND/XORE 443}
W 32709 Aabs FAlC HEE A 47) gloh
B E=ollA] Alekshe W R 22 Wl od s
& Zole o] Fbsdtd | Algkskes Wl AHEE
AND/XOR <4Hs bitsplicing22 &b #d
35 53 7 298 v E 48 4 9l

RainbowollA= AES?] S-boxollx d&] A5
o wkAlel tower field FElZ F&HA adAle] 'r?%]
g} ol B2 R Al FE ARSIA ot 2

o] vjepdl 4= i},

Fi 1=F4[y}/(y2+y+ﬂ)

AN BA Fe a9 e e ohss g
o] vhehd 4 glet.

:FZ[x]/(x2+x+1)

+a0-‘4 b="b,x+, el

RS ax
A ele % ke Fe ohes o] vhehy

4 S



530 NIST PQC Rainbow®] &&74 f3h4 A4 338

c=cxtcy=ab= (alx+ao)(blx+bo)
ab = (a,by + agh, +ab, )z + (aghy +a;b,)

Fio3o] 7 Aol 3 efe F Mo Rl ae
FAL o] &3 7= 5 sleh AA7IA e=eyte,
f=rfytfy enf,SECI 2R g, F ol sl
ef=gy+g,= JePd F 93 ¢, € Fyoll dis

Go=cxtcy, g =t
2 el £ 9leh ol q,b,E Fyell el

e, =asxr +a,, ey =ax+aq,

J1=bsx+by, fo=bztb,

o s, Fdelne] s esh fo Fe ohes
e AL A,

¢y = apby T ab; +asby +asby +azb,
¢, = a.by +agh, +ab; +ayb, +azb, +ayb,
¢y = ayby +azby +agby +ayb, +ab, +asbg

c3 = agby +asb; +asb, +a,b, +azb, +agbs +abs
+ ayb; +ashy

(1)

o1 ThA] HREEE Qo] weh $RakY ohg
B )

¢y = apby T 1,1,
e, =aby +agh, +t, + (ay+a;)b,
Cy = gy + agby by +ashy +azh,)
¢3 = azby +asb, +(ay +a; +a3)by +,
(2)

5)ellA Chou et al.o| A|ekgt w4 g
4,1 M4 16719] AND 14k} 22719] XOR
PARES| 01/} B =Foxe 4 (2)9 o] 4t
A2 AxATezZM 16709 AND A4HS f-A5}

My r_&

=)

Table 1. Comparison of Required Computation

Algorithm AND XOR Ratio
Chou et al. 16 16 100%
I Compressed 22 19 86.3%

A XOR <d4HE 19702 #aA7)E Ao 7Vs3ksd
th olF T3 FgdelAle 3k daks S13 7]

Z O cycle & 92.1% % ZFaA7E 232 IS
"’F oit}. o] AFE Table 1l vlaLslsich

w3k, A =2 ANDel 853 +& =2
§ XORell t-g¥a, 7 7He] A4k B4 carryZh
Mol Mg = olch. weba WM 320 E W Ry,
Ry, R, Ryl 32702 4u]E W5E dis]ste]
bitsplicing& &8 W dlite] 7hs3sict

s Sl R = (13177’1 30:74,290+ 17"70)‘1]F 7H
3 Rl A e = (egij,ezj,el’j,eg_’j) =
ez]:’ri‘joﬂ HeE =g o, ez‘:(T3,i77"2‘i77’14,i77”(m)
olt}. Chou et al.> McEliece &5 93 At
H uhS $83led Interleaving W22 W] 7
o] WS AREEA BB =9 dely AR s
AlkatadaLl6], o= 3270¢] 7] <dite] obd 287K
o] it ® T 4 o5E Bk £ =l
Ajtebs W E 22 -5 adE A4E 5 gl

rlr

-

3.2 Rainbow? 8™ F M9 Zo| | oM

A A ab=colA  Folxl acl i3
¢=(0,0,0,1)°] = bE H= %Zﬂi Aejgd 9l
(e}

ay, o ay a, tay by 1
a, ayta, a, +a, ay b, 0
ay, ag ayta, a; +ag by| |0
as aytaga; +aza,ta, +a,+agl|by 0

#3= -yeg% Az} 1 Ab=celA b=A4""'cE

= ]i v S gloh olwl 4x4 3H
0<i,j<3)= el A4
Gauss Jﬁ”&% o 7 4 9len, F, AR
ik T3 Fdske Aol Thssitt



AR B 53] =7] (2021, 6) 531

Table 2. Performance of Rainbow on o} % T ToT Abe $l A o= g
RaspberryPi 3B+ H& Cortex M4 AellAl AA 7828 E3) Chou
[ o}3l nlHyl 7o A%
Algorithm ggi Sign Verify ;:D__:é_. 5\,4]332"‘7,51;];}‘34 ae WA i vl
1 PYES“O 87.3ms | 88.9ms | 90.0ms
Classic | Propos References
ed 80.8ms | 81.8ms | 82.8ms
, (1] W. Beullens, J.-P. D’Anvers, A.
Previo .
I s 95.4ms | 51.0ms | 16.4ms Hulsing, T. Lange, L. PAnny, C. de
Compre Propos Saint  Guilhem, N. P. Smart,
ssed ed 87.8ms | 46.9ms | 15.1ms "Post-Quantum Cryptography - Current
state and quantum mitigation,” ENISA
Iv. 78 & M3} Report, vol. 2, pp. 3-29, May 2021,
(2) NIST, the US National Institute of Stan
2 =FoA Aokt ¥ Raspberry PI dards and Technology. Post-quantum cr
3B+ollx] AAR Fdste] s Hrsksich old yptography standardization project. htt
T3ol AFEE Ld3E]EL Rainbow daE|E ps://csre.nist.gov/Projects/post-quant
Level I Classic W#*¥} Level I Compressed um-cryptography, accessed at June 4, 2
Cyclic ®Aee}, F 7FA] WA 2% 2 =FdA 021.
Akt FigdelAe] daks dﬁ:‘ diteZ ARg-ghrl, (3] J. Ding, M.-S. Chen, M. Kannwischer,
TEE 53 A AE A A= Table 290 J. Patarin, A. Petzoldt, D. Schmidt, and
el B.-Y. Yang. ‘Rainbow.,” submission to
Table 294 veld 243 Rainbow <xg3= the NIST post-quantum cryptography
L Level To #idsts= dae]Ze #4$ 7144, A project, 2020.
W, 2 HAZE Classic® Z-F 80mstholl 343t (4) J. M. Riera, "Performance Analysis of
4 319l Compressed® A& H¢ Rainbow on ARM Cortex-M4,” Bachelor's
verification % 15ms®E H|xd 7z 27| Thesis, Technische Universitat
A oo B8 elate] Asake salat 4 ald) Miinchen, 2019,
(5] T. Chou, M.J. Kannwischer, and B.-Y.
v.d =2 Yang, "Rainbow on Cortex-M4,” TACR
eprint, 2021/532.
2 =FoMe &Al vl NIST PQC %Est (6] T. Chou. "Mchits revisited,” In Proc
Final List A#} A%<l Rainbow °L*7‘“45°ﬂ/‘1-/] CHES 2017, pp. 213 -231, 2017.
FEAQ fretA A WS AlQkeh(3). # =F

o4+ Chou et al.o] <ol #|qkgt Ra1nbow9]
287 o WS o WAt o] 28 FA
Aite] 7l58lEE whE 4 olsdeh. wah, f3kA A
oo Y A= Eﬂ‘ﬂ% o] ofd 4x4 P
JdE B3l A 5 UEE s BACA o
Ako] o] F0]x]7] EH—E‘H] auss 2AYHS w3 2%
T8o] 7h5gk Helt).

AAl A537F= RaspberryPl 3B+ 3H¢llA
THste] Al A7HE FAshs W oR o] Rl

_.1



532

NIST PQC Rainbow?| &4 #3HA ik 4

(M RE290)

7 # Al (Kwang-Sik Kim) #3¢

20154 2¥: =AY A REATT} Z9

20174 29 At AR EAE s AL

20179 34 ~&A): ANt AR FAFIE bz
(G Rl oA E, FAd 24

7 < Al (Young-Sik Kim) #4139

2001 24 Algstal A7)y F3at

2003\ 24 AEdsta A7) 75FEl e FEAAL

2007 24 AEdsta A7) 7 5FE e ek

2007 3¥~201018Y: AMIAAL Al~"l LST A Aol
2010 99 ~&A: A4Sty AR FAFS w5

(IAlEop Fidds, A B, sPdsd s, 2vtEdL Hek



